
106 C O M P U T E R   P U B L I S H E D  B Y  T H E  I E E E  C O M P U T E R  S O C I E T Y  0 0 1 8 - 9 1 6 2 / 2 3 © 2 0 2 3 I E E E

CYBER-PHYSICAL SYSTEMS

In the last years, the concept of the smart city has at-
tracted significant interest as it has been applied to 
numerous urban contexts and represents a relevant 
opportunity for the utilization of information and 

communication technologies in support of the sustain-
ability and attractivity of a city. In general, a smart city-
like approach is becoming an important strategy to make 

cities desirable places to live and to 
make them attractive and business 
friendly, improving multiple aspects 
of city life for citizens and poten-
tial visitors, such as collecting and 
streamlining useful data.

In a smart city context, Internet 
of Things (IoT) technologies have 
emerged as key enablers, allowing 
the collection of very large amounts 
of data, which need to be processed 
by relying on different techniques, 
such as artificial intelligence (AI) 
and, in general, (big) data analytics.1 

The communication and networking infrastructure is 
crucial to support the collection of heterogeneous infor-
mation flows.

A smart city is an urban intelligent digital system that 
relies on key technologies of embedded and cyberphys-
ical systems, as they have been identified by the INSIDE 
Industrial Association, which represents the European 
Technology Platform for research, design, and innova-
tion on Intelligent Digital Systems and their applications 
(https://www.inside-association.eu/). In this article, we 
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first discuss the applicability of the 
following key technologies, pictured 
in Figure 1: 1) secure IoT and systems 
of systems; 2) edge computing and em-
bedded AI; 3) systems of systems inte-
gration platforms for digitalization; 
and 4) connectivity. Then, we focus on 
the real smart city case given by the 
city of Parma, Italy, showing specific 
instances of these key technologies.

KEY TECHNOLOGIES
The use of intelligent digital systems 
is shaping our everyday life in gen-
eral. This applies especially to a smart 
city environment, where information 
collection, processing, and dissemi-
nation are crucial to make the entire 
urban “ecosystem” more efficient and 
sustainable. The availability of several 
commercial off-the-shelf intelligent 
systems supports the implementation 
of smart cities, allowing municipal 
authorities to gradually acquire and 
deploy innovative IoT technologies in 
the metropolitan area to monitor and 
control various processes related to 
the city’s lifecycle. In the following, 
we show how the key technologies 
mentioned previously instantiate in a 
smart city context.

Secure IoT and systems  
of systems
Due to the heterogeneity of IoT sys-
tems, different types of smart devices 
are nowadays available, each with spe-
cific communication paradigms, with 
specific information being sensed and 
transmitted, and with heterogeneous 
resources and configurations. All 
these aspects contribute to the chal-
lenge of effectively secure IoT systems. 
Moreover, the enormous number of 
interconnected devices provides a 
new challenge when considering op-
erational functions, resilience, and 
security as well.2 The IoT is revolu-
tionizing the ways in which individ-
uals interact with the physical world 

as well as among themselves. Traffic 
monitoring, waste management, and 
environmental monitoring as well as 
health- and cultural heritage-related 
services will be carried out in novel 

ways and better organized and cus-
tomized, thus requiring effective pri-
vacy, safety, and security properties.

Edge computing and  
embedded AI
Regardless of its specific parameters, 
an application for a smart city relies 
on data acquisition and processing, 
with IoT-based sensor networks sens-
ing, collecting, storing, inferring, 
and transmitting information. For 
delay-critical applications, it is im-
portant to lower the processing delay 
considering where data analysis is 
performed. A common approach is to 

send all the raw data to a cloud back-
end server that is in charge of data 
analysis. An alternative approach, 
to lower the latency and the traffic 
load, requires embedding lightweight  

AI-based mechanisms or custom pro-
cessing algorithms directly inside the 
IoT nodes located at the edge of each 
sensing network.3 This allows pro-
cessing collected data close to their or-
igins, in near real time, thus avoiding 
redundant transmissions and moving 
from centralized (for example, cloud) 
computing solutions toward distrib-
uted intelligent edge systems, char-
acterized by very low latency (in the 
order of milliseconds) and suitable for 
distributed applications. Moreover, 
this processing paradigm transition 
is also beneficial to increased user 
and data privacy.

Urban Intelligent Digital System

Smart City Data

Edge Computing
and Embedded AI

Integration Platforms
for Digitalization

ConnectivitySecure loT

FIGURE 1. Key technologies of the smart city as an urban intelligent digital system.

We focus on the real smart city case given by the 
city of Parma, Italy, showing specific instances of 

these key technologies.
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Systems of systems integration 
platforms for digitalization
It becomes clear, considering the pre-
vious observations, that a smart city 
should rely on the integration of multi-
ple digital systems, especially the IoT, 
collecting and processing information in 
heterogeneous ways. The recent growing 
demand for comprehensive digitaliza-
tion activity is helping cities and public 
administrations to save physical space 
and energy, enabling data transmission, 
and generating innovative smarter ways 
to manage assets and processes. This 
trend leads to new paradigms, such as 
digital-as-a-service and virtual digital 
infrastructure, in which any complete 
digitalization can be implemented re-
gardless of its associated physical infra-
structure. Moreover, since enterprises 
and stakeholders target the develop-
ment of pervasive systems as “vertical” 
applications to provide digital services 
to end users, cities will increasingly face 
the challenge of achieving system “plug-
gability” and integration in support of 
a sustainable smart urban transforma-
tion. More complex approaches, for ex-
ample, based on digital twins,4 must be 
considered as parts of such a system ser-
vice integration platform,5 steering the 
city’s evolution toward an urban intelli-
gence paradigm based on an ecosystem 
of combined digital technologies aimed 
at improving the city governance to-
ward goals also addressed by the United 
Nations Agenda 2030 (https://sdgs.
un.org/2030agenda).

Connectivity
Finally, the complexity of an urban sce-
nario, involving several services and 
areas to be monitored with different 
characteristics, prevents the use of a 
single connectivity solution and leads 
to the design of a hybrid networking 
infrastructure.6 To this end, the most 
relevant communication technologies 
for a smart city can be summarized 
considering the transmission range 
and the data rate as follows: 

1. low-power wide area networks 
(WANs) with very low bit rates 

(on the order of bits/second) 
and large coverage (on the order 
of kilometers)

2. cellular (for example, 4G/5G) 
characterized by very low 
latency (below 1 ms) and very 
high bandwidth (more than  
10 Gb/s)

3. wireless local area networks 
(LANs) covering small areas 
(for example, apartments or 
buildings). 

Therefore, the combination of tech-
nologies in the city’s communication 
architecture needs to be carefully de-
signed, aiming at maximizing data 
collection.

THE CASE OF PARMA
The city of Parma, Italy, is investigating 
new services for municipal authorities 
and citizens through the deployment of 
various IoT systems organized in the-
matic proofs of concepts (PoCs).

Edge computing and  
embedded AI
Following the edge computing para-
digm described previously, in Parma’s 
smart mobility PoC, optical IoT nodes 
(denoted as park2i) are being deployed 
to monitor the occupancy of large 
parking areas. These IoT nodes, using 
embedded imaging AI algorithms, 
evaluate the parking occupancy status, 
and this concise information (com-
pared to the complete parking image) is 
transmitted to the cloud using the Long 
Range Wide Area Network (LoRaWAN) 
protocol. Given the modularity of the 
solution, the same approach can be 
applied to other smart city-related ap-
plications as well, such as AI-based air 
quality monitoring and prediction. For 
instance, edge computing IoT air qual-
ity prediction devices are deployed in 
two different scenarios in Italy, specif-
ically public transport buses in the city 
of Modena and in the Brindisi civil air-
port—these pilot cases are part of the 
Intelligent Secure Trustable Things (In-
SecTT) ECSEL Joint Undertaking proj-
ect, under Grant Agreement 876038.

Systems of systems integration 
platforms for digitalization
This key technology is at the basis of 
the modular smart city software plat-
form, denoted as city2i, which the mu-
nicipality of Parma is integrating. This 
platform embodies a “middleware” to 
integrate the information generated 
by all possible data sources that are 
available in the city context, such as 
heterogeneous IoT systems or external 
software services used by the munici-
pality. The information integration is 
performed through the implementa-
tion of specific “connectors” that collect, 
normalize, and process data streams, 
aiming at providing the municipality 
with a high-level tool useful to monitor 
the entire city from different perspec-
tives, thus highlighting “hidden” cor-
relations among (IoT) data collected by 
different (IoT) “verticals” that are not 
designed to be natively interoperable.

Therefore, it can be claimed that 
IoT technologies are becoming 
pervasive in the urban context, 

leading to sustainable smart cities. 
Collected data analysis, typically based 
on AI techniques, leads to improving 
the citizen’s quality of life and the city’s 
administrative processes. The urban 
intelligent digital system perspective 
for a smart city, which we describe, re-
lies on four specific key technologies as 
fundamental “ingredients” for a suc-
cessful and effective implementation, 
such as the one taking place in the city 
of Parma, Italy. 

REFERENCES
1. X. Liu et al., “Geographic informa-

tion science in the era of geospatial 
big data: A cyberspace perspective,” 
Innovation, vol. 3, no. 5, Jul. 2022, 
Art. no. 100279, doi: 10.1016/j.
xinn.2022.100279.

2. J. Cañedo and A. Skjellum, “Using 
machine learning to secure IoT 
systems,” in Proc. 14th Annu. Conf. 
Privacy, Secur. Trust (PST), Auckland, 
New Zealand, 2016, pp. 219–222, doi: 
10.1109/PST.2016.7906930.

Authorized licensed use limited to: Universita degli Studi di Parma. Downloaded on June 20,2023 at 08:35:54 UTC from IEEE Xplore.  Restrictions apply. 

https://sdgs.un.org/2030agenda
https://sdgs.un.org/2030agenda


 J U LY  2 0 2 3  109

3. B. Naets et al., “Artificial intelligence for 
smart cities: Comparing latency in edge 
and cloud computing,” in Proc. IEEE Eur. 
Technol. Eng. Manage. Summit (E-TEMS), 
Bilbao, Spain, 2022, pp. 55–59, doi: 
10.1109/E-TEMS53558.2022.9944509.

4. M. Jafari et al., “A review on digi-
tal twin technology in smart grid, 
transportation system and smart city: 
Challenges and future,” IEEE Access, 
vol. 11, pp. 17,471–17,484, Feb. 2023, 
doi: 10.1109/ACCESS.2023.3241588.

5. B. Anthony Jr. et al., “Modeling perva-
sive platforms and digital services for 
smart urban transformation using an 
enterprise architecture framework,” 
Inf. Technol. People, vol. 34, no. 4, pp. 
1285–1312, May 2021, doi: 10.1108/
ITP-07-2020-0511.

6. L. Davoli et al., “From micro to macro 
IoT: Challenges and solutions in the in-
tegration of IEEE 802.15.4/802.11 and 

sub-GHz technologies,” IEEE Internet 
Things J., vol. 5, no. 2, pp. 784–793, Apr. 
2018, doi: 10.1109/JIOT.2017.2747900.

LAURA BELLI is a nontenured as-
sistant professor at the University of 
Parma, Parma, Italy, and a research 
scientist at things2i s.r.l., 43124 Parma, 
Italy. She is a Member of IEEE. Contact 
her at laura.belli@unipr.it or laura.
belli@things2i.com.

LUCA DAVOLI is a nontenured 
assistant professor at the University 
of Parma, 43124 Parma, Italy, and a 
research scientist at things2i s.r.l., 
Parma, Italy. He is a Member of IEEE. 

Contact him at luca.davoli@unipr.it or 
luca.davoli@things2i.com.

GIANLUIGI FERRARI is a professor at 
the University of Parma, Parma, Italy, 
where he coordinates the IoT Lab of 
the Department of Engineering and 
Architecture, and president of things2i 
s.r.l., 43124 Parma, Italy. He is a member 
of the Scientific Council of the INSIDE 
Industry Association. Contact him at 
gianluigi.ferrari@unipr.it or gianluigi.
ferrari@things2i.com.

Rejuvenating Binary Executables ■ Visual Privacy Protection ■ Communications Jamming

January/February 2016
Vol. 14, No. 1

Policing Privacy ■ Dynamic Cloud Certification ■ Security for High-Risk Users

March/April 2016
Vol. 14, No. 2

IEEE Symposium on
Security and Privacy

Smart TVs ■ Code Obfuscation ■ The Future of Trust

May/June 2016
Vol. 14, No. 3

IEEE Symposium onIEEE Symposium onIEEE Symposium onIEEE Symposium onIEEE Symposium on
Security and PrivacySecurity and PrivacySecurity and PrivacySecurity and PrivacySecurity and PrivacySecurity and Privacy

IEEE Security & Privacy magazine provides articles 
with both a practical and research bent by the top 
thinkers in the fi eld.
• stay current on the latest security tools and theories and gain invaluable practical and

research knowledge,
• learn more about the latest techniques and cutting-edge technology, and
• discover case studies, tutorials, columns, and in-depth interviews and podcasts for the

information security industry.

computer.org/security

Digital Object Identifier 10.1109/MC.2023.3277765

Authorized licensed use limited to: Universita degli Studi di Parma. Downloaded on June 20,2023 at 08:35:54 UTC from IEEE Xplore.  Restrictions apply. 

mailto:laura.belli@unipr.it
mailto:laura.belli@things2i.com
mailto:laura.belli@things2i.com
mailto:luca.davoli@unipr.it
mailto:luca.davoli@things2i.com
mailto:gianluigi.ferrari@unipr.it
mailto:gianluigi.ferrari@things2i.com
mailto:gianluigi.ferrari@things2i.com

	106_56mc07-cyberphysicalsyst-3267245

