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The Session Initiation Protocol (SIP)

Application-layer signaling protocol for creating, modifying and
terminating sessions with one or more participants

» sessions include Internet telephone calls, Internet multimedia
conferences, multimedia distribution and instant messaging

» SIP can be used to initiate sessions as well as invite members to
sessions previously established

» SIP invitations carry session descriptions which allow participants
to agree on a set of compatible media types

» members in a session can communicate via multicast or via a
mesh of unicast relations, or a combination of these

» SIP does not reserve resources

RFC 3261, current standard (SIP/2.0), June 2002
» obsolates proposed standard RFC 2543 (March 1999)

SIP has been chosen by 3GPP as signaling protocol for next
UMTS (from release 2000)
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SIP characteristics SIP architectural elements
L . Terminals
Application level protocol (client-server) on top of UDP User Agent SIP signaling
(preferred), TCP, TLS or SCTP > end system (terminal) (‘ —
> SIP provides its own mechanisms for reliability > can initiates calls, acting as caller (User
Agent Client)
Text based protocol (similar to HTTP) > can respond, redirect and refuse entering
o calls, acting as callee (User Agent Server)
SIP addresses users by an email-like addresses (SIP URLS) SIP Servers SIP server
> mple: <si p: | .veltri@nipr.it> g
exampie: <st p-1uca.ve h @mnipr.i » systems that may proxy or redirect SIP '3\

User capabilities
» by means of SDP
» determination of media and media parameters during call set-up

IN-style and supplementary services can be provided
» (re)-negotiate session parameters

» “forking” of calls

> transfer of calls

messages (similar to the H.323 Gatekeeper)
» may keep information on user location
. RedirectServer
Location Servers il
» A location server is used by a SIP redirect or E:ﬁ
proxy server to obtain information about a \
called party’s possible location(s). Proxy Server

» Itis not a SIP element and the protocols p 8 > -
between the SIP (proxy/redirect) server and

the location server is not SIP Location Server
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SIP architectural elements (cont.)

SIP Gateway

» An application that interfaces a SIP network to a network using
another signaling protocol (SGM)

» It can also terminate the media path (MGW):

a SIP/PSTN gateway terminates both the signaling and the media
path

a SIP/H323 gateway terminates only the signaling path
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SIP principles - SIP call setup
SIP is based on a client server paradigm, the protocol is similar to
HTTP
Each request is sent by a client to a server...

Proxy can be easily introduced in the call flows...

7 T

» “Itis just a special type of user agent” (supporting lots of users) User Agent User Agent
INVITE user@xy.net ( ... audio G.729 ...) N A
ﬂ P 100 Trying ~
- SIP - SDP (UDP)
_ 200 OK
IP N
@ PSTN % S ; ACK . V
Gateway — 7
RTP/RTCP Streams 5 .
< — > Media (UDP)
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SIP principles - SIP call setup SIP architecture: peer-to-peer calls
outbound proxy server registrar proxy server Sp , < /W > ,
gl 7 ()
, g SIP signaling Sp . LSlray, (S RTP flows T
5'\ (\’c\\\“ > Y/ Y n < >
S\ h x SIP Terminal w SIP Terminal
M RTP flows =
SIP Terminal ~ " SIP Terminal
7 8
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SIP architecture: registrar server SIP architecture: redirect server
Registrar server Redirect server
» aserver that accepts REGISTER requests » aserver that accepts a SIP request, maps the address into zero or
> th . henticati more new addresses and returns these addresses to the client.
the register server may support authentication Unlike a proxy server, it does not initiate its own SIP request.
» aregistrar server is typically co-located with a proxy or redirect Unlike a user agent server, it does not accept calls.
server and may offer location services
SIP registrar server SIP redirect server
= s/pr
roa s
&S5 "o
P RTP flows RTP flows -
SIP Terminal W " SIP Terminal SIP Terminal w SIP Terminal
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SIP architecture: proxy server SIP architecture: proxy server (cont.)
Proxy server outbound (near-end) proxy:
> an intermediary system that acts as both a server and a client for outgoing calls & address lookup, policy, firewalls
the purpose of making requests on behalf of other clients;
requests are serviced internally or by passed, possibly after far-end proxy:
translation, to other servers. closer to callee a callee firewall, call path hiding, registrar
» may fork requests a parallel or sequential search
types: stateless (forward request or response), transaction outboud proxy far-end proxy
stateful (remember full request/response), call stateful = =
s SIP request g S
= \,\es" # > /pf'eq
proxy server Sw j i \Uest
O S/P
S\P request &% %{ RTP flows
SIP Terminal ~— m/\_/—j/ SIP Terminal
RTP flows - GLESS
SIP Terminal W SIP Terminal
11 12
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SIP architecture: gateway to PSTN (or H.323)

SIP server

[
Y >

SIP Terminal

SIP/H.323 gatew M §§

H.323 Terminal
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SIP principles - SIP messages

HTTP look-alike

» SIP is textual client-server protocol as HTTP or SMTP, in which
requests are issued by the client and responses are returned by
the server

two kind of messages:
> requests (INVITE, ACK, CANCEL, BYE...)
» provisional and final responses (as HTTP)

INVITE sip:watson@boston.bell-tel.com SIP/2.0

Via: SIP/2.0/UDP kton.bell-tel.com

From: A, Bell <sip:a.g.bell@bell-tel.com>

To: T. Watson <sip:watson@bell-tel.com>

Call-ID: 3298420296@kton.bell-tel.com

CSeq: 1INVITE

Contact: <sip:watson@saturn.bell-tel.com:3890;transport=udp>
Subject: Mr. Watson, come here.

Content-Type: application/sdp

Content-Length: ...

o=bell 53655765 2353687637 IN IP4 128.3.4.5
s=Mr. Watson, come here.

c=IN IP4 kton.bell-tel.com

m=audio 3456 RTP/AVP 03 4 5 (PCM, GSM, G.723)
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SIP messages: requests and responses SIP requests (methods)
Requests INVITE, ACK, CANCEL, BYE, OPTION, extension methods
> INVITE A SIP request consists of
» ACK .
> CANCEL » arequestline,
» header fields,
> BYE
» amessage body
> OPTION
> SUBSCRIBE header fields
> NOTIFY » contain information on call services, addresses, and protocol
.. . features
Provisional and final responses (as HTTP)
» 1xx =searching, queueing, . .. (e.g. 180 ringing, 183 progress) body
> 2xx = success (e.g. 200 OK) » is opaque to SIP and can contain anything
> 3xx = forwarding » is an object containing a description of the media content of the
> 4xx = client mistakes (e.g. 403 forbidden) request,_ i.e. multiple codecs, ports, Protocols o
_ . » usually is represented by SDP (Session Description Protocol)
» 5xx = server failures
» 6xx = busy, refuse, not available anywhere
15 16
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SIP requests (methods) Example: INVITE message
INVITE: invites a party to participate in a session; may include |NVITE sip:alice@onderl and. net SIP/2.0
.. f Via: SIP/2.0/UDP phone32. wonder | and. net
SDP descriptions; reINVITES are use to change session state CSeq: 5452 1 W1 TE
To: <sip:alice@wonderl and. net>
ACK: confirms the reception of an INVITE response (i.e. the Z:TEH:S'T;:E‘ :)S”fzz: ::/d'sz:”
Session eStabIIsment) Cal | -1 D 1804289383@hone32. neverl and. net
Subj ect: New Cal |
i . Content - Lengt h: 182
BYE tO Ieave a session Contact: <sip:peter @hone32. neverland. net >
. . v=0
REGISTER: to register an address_wnh a.SIP server; may oeusername 0 0 1N 1 P4 192, 165 200. 2
convey user data (e.g. call processing scripts) c=IN | P4 192. 168. 200. 2
t=0 0
. . . nraudi 0 33422 RTP/ AVP 0O
CANCEL: cancels a pending request (i.e. a pending INVITE) a=rtpmap: 0 PO 8000
a=ptine: 20
L nevi deo 22000 RTP/ AVP 31
OPTIONS: query about a server capabilities 17 18
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Provisional or final response codes SIP response codes
1xx Informational
1xx Informational  (Provisional) 100 continue
. 180 ringin
2XX Success (Final) ging
: . _ 2XxX Success
3xX Redirection (Final)
. . 200 OK
4xX Client error (Final)
. 3xx Redirection
5xX Server error (Final)
6xx  Global failure (Final) 301 multiple choices
302 moved permanently
303 moved temporarily
19 20




2\ Universitadegli Studi di Parma £y »8’ Universitadegli Studi di Parma

"J Dipartimento di Ingegneria dell'Informazione SIP & 1) Dipartimento di Ingegneria dell'Informazione SIP
SIP response codes (cont.) SIP response codes (cont.)
4xx  Client error
400 bad request 480 temporarily unavailable SxX  Server error 6xx Global failure
401 unauthorized 481 call leg doesn't exist 500 server internal error 600 busy
403 forbidden 482 loop detected 501 not implemented 601 decline
404 not found 483 too many hops 502 bad gateway 602 does not exist
407 proxy auth required 484 address incomplete 503 service unavailable 606 not acceptable
408 request timeout 485 ambiguous 504 gateway timeout
420 bad extension 486 busy here 505 version not supported
487 request cancelled
2 22

Universitadegli Studi di Parma

2\ Universitadegli Studi di Parma
Dipartimento di Ingegneria dell'Informazione SIP

ipartimento di Ingegneria dell'Informazione SIP

Transport of SIP messages SIP call
; ; registrar proxy server (S2)

Unlike HTTP and SMTP, SIP can run on top of either TCP or outbound proxy server (S1) 9 proxy (
UDP (preferred!) INVITE u2@S2

» SIP provides its own mechanisms for reliability 180 Ringing
SIP can use multicasting 200 OK

» multicasting allows, for example, group invitations
UDP allows:

» multicasting

» fast operation, by avoiding TCP handshake IP network
default port = 5060

P ACK U2@A2

It can use also TCP, TLS, SCTP u2@address2

"

ul@addressl

23 24
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SIP

SIP call

registrar proxy server (S2)
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SIP call

registrar proxy server (S2)
outbound proxy server (S1)

IP network IP network
BYE !
— u2@address2 — W@awressz
g/ il
ul@addressl ul@addressl
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SIP principles - Independence of session : .
P P bet SDP - Session Description Protocol
description
SIP Protocol is de-coupled from description of session SDP (Session Description Protocol, RFC 3550) allows endpoints
L . . . ribe medi nd encodin
The session is described by the Session Description Protocol - to describe media types and e C.Od. gs
SDP Not really a protocol, but a description syntax
SIP carries SDP elements as “Payload” SDP describes IP addresses, TCP/UDP ports, coding type...
SIP carries the SDP information transparently
INVITE sip:watson@boston.bell-tel.com SIP/2.0
Via: SIP/lOIUDPl kltonAbeII-teLco-m ~
TorT Wesh Sonmsonheb oL aces — SIP HEADER Roughly speaking, SIP corresponds to H.225.0 call handling, and
Coug IITE e SDP descriptions correspond to H.245 capabilities description
gﬁﬁf:ﬁ:{ ;n?wstz;,"gfr::u;:;:.e"'temm'Jggo'tra"sm'm’p) > the maior difference is that with SIP the capabilities description
22:t::t[::;;;"!’."‘“‘""’5"" (SDP) is inserted directly within the call setup messages (INVITE,
o — SDP PAYLOAD 200 OK, ACK)
o=bell 53655765 2353687637 IN IP4 128.3.4.5
s=Mr. Watson, come here.
c=IN IP4 kton.bell-tel.com
m=audio 3456 RTP/AVP 0 3 4 5 (PCM, GSM, G.723)
27 28
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Session Description Protocol (SDP)

RFC 3550, July 2003

» obsoletes RFC 2327 (April 1998)
«The purpose of SDP is to convey informati on about
media streanms in nultimedia sessions to allow the

recipients of a session description to participate in
t he session»

SDP contains the following information about the media session:

» |IP address (IPv4 address or host name)
» port number (UDP or TCP)

> mediatype (audio, video, interactive whiteboard, etc.)
» media encoding scheme

Other information regarding the session:
» subject of the session,
» start and stop times,
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SDP format

Like SIP, SDP uses text coding
an SDP message is composed of a series of lines (called field)
the SDP field are in a required order (to simplify the parsing)

each field is composed by
» afield identifier (one lower-case letter)
» asequence of parameters
x= parameterl parameter2 ... parameterN

example:

v=0

o=al i ce 947205083 947205083 IN I P4 hegel .tlc.unipr.it
S=

c=IN | P4 192.168. 101. 2

t =3156193883 3156197483

mFaudi o/ * 10000 RTP O

> etc.. 29 30
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SDP fields SIP principles - Addressing
v= Protocol version nunber
0= Oaner/creator and session identifier SIP addresses users by an email-like address
s= Session name > and re-uses some of naming infrastructure
i = Session nane . .
, o SIP is addressing-neutral
u= Uni form Resource ldentifier .
~ ) » addresses are expressed as URLs of various types such as SIP,
e= Email address H.323 or telephone (E.164)
p= Phone numnber
c= Connection information
b= Bandwi dth i nformation The format of the addresses is the URL format
t= Time session starts and stops » examples:
r= Repeat tines sip:alice@iptel.org
z= Time zone correction sip:+39-0521-905055:3333@unipr.it;user=phone
k= Encryption key sip:alice@160.78.0.5
a= attribute lines sip:voicemail@iptel.org?subject=callme
me Media i nformation --- Mandatory sip:sales@hotel.xy;geo.position:=48.54_-123.84 120
a= Media attribute --- Optional
31 32
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SIP principles - Addressing

Global reachable users

» callees bind to their Address-Of-Record (AOR) using SIP
REGISTER method (or other non-SIP mechanisms)

> callers use this AOR to establish real-time communication with
callees

SIP URLs

» sip:[user@]host:[port];transport=UDP;maddr=224.2.0.1

used in Request-URI, Location headers (redirect, registration), web
pages
“transport” and “maddr” fields specify transport

The URL must include host, may include user name, port
number, parameters (e.g.,transport), etc. It may be embedded in
Webpages, email signatures, printed on your business card, etc.

The address space is unlimited

33
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SIP principles - Addressing

SIP addresses users (not terminals)

Thanks to user-based addressing (AOR), SIP provides personal
mobility

The user can access the service from different points and can
associate different terminals with different capabilities (phone,
videophone, answering machine)

=/ Registrar Server
K \
[
IJ \

34
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SIP Registration

REGISTER sip:iptel.org SIP/2. 0
From: sip:alice@iptel.org Location Server

To: sip: dice@iptel.org
Contact: <sip:195.37.78.173> -
Expires: 3600 4
/
@ REGISTER 4 V;

‘ 200 OK > g%

<« .
User Agent X ® Registrar Server

This registration example establishes presence of user
with address alice@iptel.org and binds this address to
user’s current location 195.37.78.173

35

SIP URL resolution with DNS & proxy

DNS server

[ INVITE sip:alice@iptel.org [INVITE sip:195.37.78.173)]

Locatlon Server
DNS SRV Query IP address gf iptel.org
? iptel. org SIP proxy server
User Agent X

INVITE - INVITE
,_

/ ,e% _ 200 OK |] 200 ok € 4%5
Y

User Agent Y @ Iptel.org @

proxy server

User Agent Y wants to call alice@iptel.org
36
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SIP call using a destination proxy
Location Server
Iptel.org
DNS server
More on proxy servers A
User Agent X
User Agent' Y User Agent 2
User Agent Y wants to call alice@iptel.org
alice@iptel.org could be at User Agent X or Z ...
a7 User Agent Y will contact the destination proxy .
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SIP call using a destination proxy (Destination) proxy server functionality
-l Serves as rendezvous point at which callees are globally
‘ IiE:frg ‘ reachable
: User Agent X . . . . .
UserAgent ¥ proxy server Q Performs routing function, i.e., determines to which hop the SIP
INVITE N INVITE message should be relayed

. 180 Ringing < 180 Ringing Allows the routing logic to be programmable

) 200 OK -« 200 OK Forking: several destination for a request may be tried,

h sequentially or in parallel

ACK (*) S
( Media Session ) . »
A proxy server has no media capability
< BYE
U 200 0K > U
(*) There can be a direct communication after the 200 OK Message
39 40
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Forking proxy operation

INVITE
branch 1

INVITE

Y74

Forking
proxy server

SIP PC (softphone)

INVITE

35 = branch 2
i I] \ Q

SIP mobile phone

INVITE

branch 3

|

SIP Phone
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Outbound proxy - Proxy Chaining

Location Server

Iptel.org
DNS server proxy serveg
-
W

User Agent X
Y/

User Agent Z

s
Outbound

PDIrOX

User Agent Y

User Agent Y wants to call jiri@iptel.org

. It has to use its own Outbound proxy server... 42
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Outbound proxy - Proxy Chaining Outbound proxy - Proxy Chaining
d d Some reagons to use outbounql prqu.
(==, I s Wz > locally important call processing (i.e. emergency calls)
» firewall interaction
User Agent Y Outbound Iptel.org User Agent X > hes th ith |
0 INVITE  Proxy server proxy server o searches the gateway with least cost
- [ INVITE o INVITE o » manages accounting for local users
180 Ringing 180 Ringing (JB&LB.I.D.Q-LDQ—
<« = IP phones needs to know Outbound GW address
200 OK <200 OK
200 OK <« <
= - I . .
ACK — ACK Proxy chaining can be used to distribute signaling
—>
Media Sessi -
<€ — > Server must take care of avoiding loops
P BYE P BYE
U - 200 OK % 200 OK -

43
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SIP
More on Proxy Chaining Media Path is different from Signaling Path
Iptel.org Iptel.org SIP proxies have no notion of media path
Outbound “central” “local” . . . .
User AgentY  proxy server proxy server Droxy servers SIP proxies can not usually control media path as there is split
o between signaling and media
Wﬂt— - A SIP proxy may be located far apart from media path
: Internet IP, DiffServ, and RSVP are the protocols for communication
K\K%_J User Agent X between end devices and network
Attempts to manipulate media flows in the middle of path will
tend to fail:
» A proxy does not know all IP hops along an end-to-end media path
» Hops may belong to foreign administrative domains.
) o _ o Signaling and media transport (possibly with QoS are different
Note: Signaling (in blue) may take a different path from Media (in black)! businesses)
45 46
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SIP call using a redirect proxy

Location Server
Iptel.org

redirect Server gy

DNS server

User Agent Y User Agent Z
User Agent Y wants to call jiri@iptel.org
User Agent Y will contact the destination redirect server

The redirect server just give back the address 47

User Agent Y

SIP call using a redirect proxy

Iptel.org

. User Agent X
redirect server 9

INVITE

»

302 Moved temporarily
ACK

A

L

INVITE
180 Ringing

\ 4

200 OK

A A

ACK

Media Session )
BYE

ArA

U 200 OK

v

48
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Proxy vs. Redirect Server Call Processing Scripts
A SIP server may either proxy or redirect a request
Specifies behaviour of a server Generated in many ways
. L , L or terminal in responding to > Written by savvy users
Which of the twg method gpplles is a cohflguratlon |s.sue incoming and outgoing calls > Written and provided by system
» It may be statically configured or dynamically determined (Call administrators
Processing Language - CPL) Textual description of desired > Created by the user as a result
i i i ; : operation of some GUI application
Redirection useful if a user moves or changes his provider - : :
A . . > e.g. CPL, XML > Written and provided by third
(PSTN: “The number you have dialed is not available) = ’ party “call logic providers”
Independent of underlying Call screening services

Proxy is is useful if forking, authentication & accounting, firewall
control are needed
» In general proxying grants more control to the server

Automatic mobility services

signalling protocol

49 50
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Example Scripted Services What might it look like?

Call forward

» Based on time of day, caller, number of current calls <cal | >

<proxy dest="sip: bob@mci.conf tinmeout="8s">
Call redirect Textual <busy>
> AIIIO])NS for cross <redirect dest="sip:joe@it.edu”/>
. . platform usage, easy </ busy>

Automatic call reject editing PACA

> Based on caller Simple commands <condi t ihon from="hgs@s. col unbi a. edu” >

. <mat ch>

» Spam protection A few variables <gateway dest="phone: +19175551212"/ >

e representing call state </ mat ch>
Distinctive ringing P g <nomat ch> o ,

» Also based on caller, priority of call, etc. Several approaches < :;ﬁg;;ﬁil dest="sip:bill @tt.cont/>

. . » Tclimk </ condi ti on>

Outgoing call screening > XML </ ti meout >

> Prevent calls to adult numbers </ proxy>

</call>

» Prevent calls to recruiters..

51 52
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Call with Busy Callee ad Stateful/less Proxies

User Agent X Stateless Proxy Stateful Proxy User Agent Y

0 INITE P 0 o
—> INVITE

v

INVITE
100 Trying ~ 7

T —

A 180 Ringing 180 Ringing
180 Ringing &

<

<

600 Bus
600 Busy «200Busy <« .

- ACK

2

ACK

—> ACK

53
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Stateless and stateful proxy

A proxy server can be stateless or stateful

A stateless proxy processes each SIP request or response
based only on the message content

» A stateless proxy is still capable of detecting message loops, as
SIP uses a stateless mechanism for loop detection

A stateful proxy keeps track of request and responses and uses
this information in processing future messages
» For example it starts a timer when arequest is sent. At timer expiry
it resends the request
» A stateful proxy is used to request authentication
» A stateful proxy is needed to “fork” INVITEs to multiple
destinations
» A stateful proxy usually sends 100 Trying responses (the 100
Trying response is single hop)

A forking proxy server must be stateful! o

Universitadegli Studi di Parma
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Stateless and stateful proxy

In general the state is referred to SIP transactions, not to SIP
calls... a SIP server does not records all the active calls

The problem is that subsequent transaction bypass proxy

“Record route” may be used
to force routing through a
proxy server

Proxy Server

77

User A ent
g ZOOOK - User Agent

55

Loop avoidance

INVITE gﬁProxy INVITE g% Proxy /

User Agent X INVITE] INVITE l INVITE User Agent Y
Proxy
Proxyg]lf‘l E=%
5 INVITE Proxy

In order to avoid loops, each proxy adds a Vi a header with its
own address. Before forwarding the message, proxies make sure
their own address is not already on the list

In order to limit the number of proxy that can forward a message,
“Max- For war ds” header is used
» it is decremented by each proxy. If it reaches 0, the proxy discards

the request and sends a“483 Too Many hops” to the originator
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Routing of messages - Requests Routing of messages - Responses
the host sends requests to local proxy or resolve the hostname in response message follows back the same route of request
the Request-URI using DNS without the need of proxy server state
each proxy checks for loops, then prepends a Via header with its o _
proxy P prep when receiving the response, each proxy checks the first line
own address ,
and removes it
Via: SIP/2.0/UDP proxy. dongi n. org: 5060
_ each proxy forward the response to the host/port in next Vi a
UAS copies the VIA headers to response
br anch indicates forking Via: SIP/2.0/UDP server.domain. org: 5060; received=128. 1. 2.3
there is a mechanism (r ecei ved field) to work with NAT
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SIP Message Syntax SIP Message Syntax
request response
I \VI TE ann@ ucent . com SI P/ 2. 0 /[ method URL SIP/2.0 | [ SIP/2.0 status reason | )
From Rosenberg <sip:rosen@ell - abs. conr e = : ~
Many header fields from Subject: SIP will be discussed, too Vi a: SI'P/ 2.0/ protocol host: port _
http To: Netravali <sip:ann@ ucent.cons From user <sip:name_from&@ource_domai n>
Call-1D: 1997234505. 56. 78@ To: user <sip: name_t o@lest _donai n>
New ones are SIP Content-type: application/sdp Call-1D | ocal _i d@ost =
specific CSeq: 4711 Cseq: seq_num net hod 2
Pavioad tai Content - Length: 187 Content-Length: |ength of body @
mae)(/ji(;adecs?:rr]ip?tl;;a 0 Cont ent - Type: type of body
V= 5 5 — 5 —u ”
, o=user1 53655765 2353687637 IN | P4 RETEEr: PErEMEErs ey Vel Uen par2=tvel U2
SDP - Session — > || 1258.3.4. 5 ; par3=“fol ded into next line
Description Protocol s=Moone Audi o \blimk line )
i =Di scussi on of Moone Engi neering |ssues V=0 S _ _ .
e=nmbone@onewher e. com o=origin_user timestamp tinestanp I N | P4 host
c=IN | P4 224.2.0.1/127 c=I N I P4 nedi a destination address
t=0 0 t=0 0 S
mraudi o 3456 RTP/ AVP 0 7 nmemedi a type port RTP/ AVP payl oad types &
[~ - 60
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sIP
SIP call with a destination proxy INVITE Request URI
il CINVITE D o INVITE /
/ E=!> / || e—mrmm—> || || \VI TEGST p: ann@ ucent>com SI P/ 2. 0
. . 4 . 2K 200K Via: SIP/2. 07UDP 193. 205. 0. 1: 5060
ucent.com ; ACK . i ip:
Arun Netravali >3 To: Netravali <sip:ann@ ucent. con>
Jonathar: Rosenberg proxy server N € Media Session ’; From Rosenberg <sip:rosen@ell - abs. com>
N M = ?i;zK Subject: SIP will be discussed, too
INVITE R INVITE »U[cal |- 1D 1997234505. 56. 78@93. 205. 0. 1
—> —> CSeq: 4711 INVITE
- P 180 Ringing Cont act: sip:rosen@ell-Iab.com
< 180 Ringing <~ Content-type: application/sdp
P 200 OK Cont ent - Lengt h: 183
P 200 OK <
<%
v=0
ACK - o=user 1l 53655765 2353687637 IN | P4
i 193. 205.0. 1
( Media Session ) s=Mbone Audi o
i =Di scussi on of Mdone Engi neering
e=nbone@onewher e. com
« BYE c=IN | P4 193.205.0. 1
J 200 OK U Ly
-> mraudi o 3456 RTP/ AVP 0
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INVITE 180 ngmg All Vi a: headers are copied
INVITE 3 A INVITE 3
180 Ringing -« 180Ringing | NVI TE_ann _,__180Ringing 180 Ringing SI P/ 2.0 180 R'nging
«—0K 2200k Wa: SIP/2. —0k —=X Via: SIP/2,0/UDP xy. | ucent.com branch=23. 1
ACK P ACK 3> || Via: SIP/2.0/UDP 193. 205. 0. 1: 5060
Media Session ucent . conr Media Session "\

BYE

AA

200 0K

Proxy adds the Via header

W AR\’

Branch: first part is Computed as
hash of To, From, Call-ID and Cseq
second part is the forking number

Subj ect: SIP wi
Call-1D:
CSeq:—~2711 | NVI TE

eont ent - t ype:

Cont ent - Lengt h: 183

v=0

193. 205.0. 1
s=Mbone Audi o

e=nbone@onewher e. com
c=IN P4 193.205.0.1
t=0 0

mraudi o 3456 RTP/ AVP 0O

be di scussed,
997234505. 56. 78@L93. 205. 0. 1

too

appl i cati on/ sdp

o=user 1l 53655765 2353687637 IN | P4

i =Di scussi on of Mdone Engi neering

4

63

BYE

AA

200 OK

To: and From are not exchanged

A Tag: is added

No SDP information is carried — |

> . travali
/(h <%i p: ann@ ucent . conP{.t ag=2349336
Fro Rosenberg <sip:r n@el | - | abs. con>

Call-1D: 199723
CSeq: 47 | TE
Co -Length: 0O

- 56.78@93. 205.0. 1

64
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180 Rlnglng Topmost Vi a: is removed 200 OK All Vi a: headers are copied

INV.ITE > INVITE i — 'NV_'TE_ > INVITE 5 [ISIP/2.0 180 Bnhgi ng
@—“’OR'” - (—mﬁfﬁ— | ;0 180 Ringing el i o Via: SIP/ 2,4/ UDP xy.|ucent.com branch=23. 1
200 OK <« — S| P/ 2. 0/ UDP 193. 205. 0. 1: 5060 200 0K e Via: SIP/2.0/UDP 193. 205. 0. 1: 5060

\4
\

A
A

s To: Netravali ACK,

— > L , > traval i
< Media Session > <si p: ann@ ucent . conp; t ag=2349336 < Leenee > <5i p: ann@ ucent . comw; t ag=2349336
BYE H . BYE
<& e = From Rosenberg <sip:rosen@ell - abs. con> <= Y ~ Rosenberg <si p sn@et—=Tabs. comr
» Ul Subj ect: SIP will be discussed, too 7 ¥ subj ect i be di scussed, too
Cal |l -1 D: 1997234505. 56. 78@.93. 205. 0. 1 Call-1D: 997234505. 56. 78@93. 205. 0. 1
CSeq: 4711 INVITE 2711 | NVI TE
Cont ent - Length: 0 To: and From are not exchanged :

sip: Netraval i @51.7100.

A Tag: is added

v=0

o=user 1l 53655765 2353687637 IN | P4
i 193.205.0.1
Cont act : will be used to send s=Mbone Audi o

messages bypassing proxy i =Di scussi on of Moone Engi neering
7 e=nbone@onmewher e. com
c=IN P4 193.205.0.1

t=0 0
65 mFaudi o 3456 RTP/ AVP 0 %
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200 OK Topmost Vi a: is removed ACK Lucent.com Tag: set by receiver is copied
proxy server
INVITE -~ INVITE -~ INVITE > INVITE
180Ringing __~_ DV L T T — W Ri ngi ng < 180Ringing " 18RI ACK ann@ ucent.com SI P/ 2.0
o ~SI P/ 2. 0/ UDP 193. 205. 0. 1: 5060 <2000k |«—o—|\Via: SIP/2.0/UDP 193 205. 0. 1:306Q
CK > |[| To: Netravali ACK >»|||To: Netraval i
< Media Session 7; <si p: ann@ ucent . con; t ag=2349336 < Ve SEEon el <si p: ann@ ucent . con;%t.ag
< igEK l From Rosenberg <si p:rosen@ell -1 abs. conr < ;;E)K From Rosenberg <sip:rosen@ell-I|abs. con»
=>» U subject: SIP will be discussed, too Subject: SIP will be discussed, too
Call -1 D 1997234505. 56. 78@193. 205. 0. 1 Cal | -1 D 1997234505. 56. 78@.93. 205. 0. 1
CSeq: 4711 INVITE CSeq: 4711 ACK
Cont act: sip:Netravali @51.100. 53. 12 Content -type: application/sdp
- : li i . -L h:
%2: 22: ) }_zﬁgt hfelpESchat i on/ sdp The ACK message is Cont ent - Lengt 0
' sent end-to-end

v=0
o=user1l 53655765 2353687637 | N | P4
193.205.0.1
s=Moone Audi o
i =Di scussi on of Mdone Engi neering
e=nbone@onewher e. com
c=IN P4 193.205.0.1
t=0 0
mFaudi o 3456 RTP/ AVP 0 67 68
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BYE

INVITE > INVITE
E 180 Ringmg 7 ‘ 180 Ringing
P 200 OK < 200 OK
—_ CK «
. . Ll
<& Medigagszion
Y
< Ce D
<"

The BYE message is
sent end-to-end

Tag: Same Tag: isused
\

BYE si p: rosen@el | -1 ab\com SI P/ 2.0
Via: SIP/2.0/UDP 151. 108. 53. 12

To: Rosenberg <si p:rosen@
From Netravali

<si p: ann@ ucent . com¥.t ag=2349336_
Call-1D: 1997234505. 56. 78@.93. 205. 0. 1
CSeq: 2000 BYE

Content - Length: O

pel | -1 abs. com>
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Forcing a path for signaling

By default, after the 200 OK response is received, the signaling
goes directly host-to-host, bypassing proxies

Some proxies want to stay in the path ® “call stateful”
» firewall control
» gateway (e.g. to PSTN) control
» anonymizer proxies

To this purpose, Recor d- Rout e and Rout e are used
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Forcing a path for signaling
A PA " PB B
INVITE PB o INVITE PB o INVITE B o
— Lanil Loanil
Contact: A Contact: A Contact: A
HRecord-Route: PA Hecord-Route: PE, PA
- 200 0K -
Contact: B
rd-Route: PE, PA
More SIP call flows
ACK PA o ACK PB . ACK B o
Route: PB.B o Route: B o o
__ BYEA _ BYEA _ BYEA
- -
Route: A;maddr=PB HRoute: A;maddr=PEBE
Route: A;maddr=FPA
Route: A:maddr=A
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PSTN to SIP Call Through Gateway

B - 7./

User Agent X Proxy Firewall Proxy User Agent Y
0 INVITE o 0 0 ISDN switch PSTN gateway SIP Proxy Server User Agent Y
irad 0 0 < 0
497 Auth. Required SEtup cdpn=+58269 N INVITE sip:+58289@gw.com
—~ __ACK - > —>
7
INVITE - 100 Trying
100 Trying 7 INVITE < INVITE user-y@gw.cc{n
< - INVITE -
< 100 Trying — L
<€ o lerti 180 Ringing 180 Ringing
180 Ringing P 180 Ringing Alerting <« <«
180 Ringing < 200 OK ( 200 OK
200 OK | <= N Connect «2000K | <
< (
ACK 5 ACK o AL =
dia Session i
( Media Session ) PCM speech Media )
BYE P BYE ( ) (
< 200 OK N - o V
> 200 OK -
\/ > U 73 74
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Parallel Sea C

7.4 - -

User Agent X Redirect Server PC client Home Mobile
0 INVITE 0 phone phone
hA N~ h hA A

300 Multiple choices
s
—__ACK R
—
INVITE R
INVITE ~ .
INVITE > R
P 404 Not Found
t 180 Ringing
il 180 Ringing
il 200 OK
s
<€ ACK 5
CANCEL R ”
200 OK —
pra
U € v v 75
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H.323 to SIP Call

V772 B L7

H323 phone Gatekeeper SIP/H323 GW SIP Proxy SIP phone
0 RAS e o o
M H -

(4 M N
M

Q.931 SetuE
0Q.931 Setup

% INVITE
EEE— INVITE

100 Trying - >

L 180 Ringin

931 Alerti 180 Ringin
. ertin

.931 Alertin l 200 OK 200 OK
.931 Connect

.931 Connect

4 H.245 >
U U ACK

—>
\,( Media Session )u 76
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SIP protocol design: robustness SIP and QoS
, . : . SIP does not provide QoS support
SIP is designed to be robust against several failures P Q PP
> responses are self routing Objective is to ensure that resources are made available
» subsequent requests and retransmission can take different paths before telephone rings
(backup server)
> proxy servers can “loose” memory any time Invitation may indicate in SDP that QoS is mandatory
> UDP means less state than TCP, no time-wait Call setup should only proceed after satisfying the
preconditions
A SIP extended method (COMET) indicates the success or
failure of the preconditions (not yet RFC...)
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On-going SIP Implementations SIP Implementation: MjSIP |17
Hewlett-Packard ObjectSoftware
3Com : Java SIP Stack
AudioTalk Networks Hughes Software Nortel > open-source con licenza GPL
Broadsoft Systems Nuera » stack SIP completo, conforme alla RFC 3261 e compatibile
Indigo Software . all’indietro con RFC 2543
Catapult Pingtel . ) . . .
_ lwatsu Electric RaveTel > implementa gli stessi strati e API di JAIN-SIP + CC (Call Control)
Cisco comod avele > sono disponibili implementazioni di riferimento di User Agent,
Columbia University omodo Siemens Registrar, Stateless e Stateful Proxy, SBC (Session Border
) Lucent Controller), etc.
Delta Information Telogy > leqgero
Systems MCI Worldcom bi . g9
' o Ubiquity gira su Standard VM, J2ME CDC PersonalProfile, J2ME CLDC1.1
dynamicsoft Mediatrix Vegastream MIDP2.0
Ellemtel Microappliances Vovida su PC, PDA, smartphone
Ericsson Netergy ETC. http://www.mjsip.org
Netspeak
Nokia
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A comparison table (1/4)
Standards Body |IETF. ITU.
Relationship Peer-to-Peer. Peer-to-Peer.
Origins Internet based and web centric. Telephony based. Borrows call
Borrows syntax and messages signaling protocol from ISDN
from HTTP. QSIG.
Client Intelligent user agents. Intelligent H.323 terminals.
Core servers SIP proxy, redirect, location, and H.323 Gatekeeper.
registration servers.
Current Interoperability testing between Widespread.
Deployment various vendor's products is
ongoing at SIP bakeoffs.
SIP is gaining interest.
Interoperability  IMTC sponsors interoperability events among SIP, H.323, and MGCP.
For more information, visit: http:/fwww.imtc.org/
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A comparison table (2/4) A comparison table (3/4)
sl sl e Supported by H.245 protocol. Security Registration - User agent Registration - If a gatekeeper is
Exchange capab|||t_|es exchangel. SIP does H'24.5 provides sllruclture for . registers with a proxy server. present, endpoints register and
not provide as extensive detailed and precise information L ;
s i i L request admission with the
capabilities exchange as H.323.  on terminal capabilities. Authentication - User agent gatekeeper
authentication uses HTTP L |
Control Text based UTF-8 encoding. Binary ASN.1 PER encoding. digest or basic authentication. Authentication and Encryption -
Channel : H.235 provides recommendations
Encoding Type Encryption - The SIP RFC for authentication and encryption
deflnes_three methods of in H.323 systems.
Server Stateless or stateful. Version 1 or 2 — Stateful. encryption for data privacy.
Proceasmg Version 3 or 4 — Stateless or Endpoint Uses SIP URL for addressing. Uses E.164 or H323ID alias and a
stateful. Location and Badirect of lecation sorers address mapping mechanism if
Quality of SIP relies on other protocols such  Bandwidth management/control Call Routing provide routing information. gatekeepers are present in the
Service as RSVP, COPS, OSP to and admission control is managed H.323 system.
implement or enforce quality of by the H.323 gatekeeper. Gatekeeper provides routing
i The H323 specification information.
recommends using RSVP for
resource reservation.
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A comparison table (4/4)
SIP H.323

Features Basic call features. Basic call features.
Basic conferencing without

conference or floor control.

Comprehensive audiovisual
conferencing support.

Data conferencing or

collaboration defined by T.120
specification.

Conferencing

H.450.1 defines a framework for
supplementary service creation.

Service or Supports flexible and intuitive
Featu‘re feature creation with SIP using
Creation SIP-CGl and CPL.

Some example features include
presence, unified messaging, or
find me/follow me.

Note: Basic call features include: call hold, call waiting, call
transfer, call forwarding, caller identification, and call park.
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Firewall Traversal Network Address Translator (NAT)
Firewalls (static) Used for:
» protect networks by enforcing a restrictive packet filtering policy » overcome the problem of address depletion with IPv4 (waiting for
> frequently deployed in corporate networks IPV6..)
> policy permits flows from and to trusted addresses > simplicity of network reconfiguration (when changing the POP/ISP)
. » avoidance of routing table explosion
Internet telephony (dynamic) > security
» signaling conveys dynamic addresses and port numbers )
> 3-rd party call control Basic NAT:
> user mobility » translation from private addresses to public addresses
Problems NAPT (Network Address and Port Translation):
> direct client-to-client signaling through static firewalls » translation from private addresses/ports to public addresses/ports
> dynamic media packet flows through static firewalls > widely used (generally called NAT): only one IP address for the
whole network
Note . .
» changing policy within firewall seriously changes security model Nee?' Of_ad_hoc Application Level C?ateways (ALGs) for specific
® not a valid solution! application (ex. FTP, IRC, real audio, etc.)
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NAT/NAPT

Need of ad-hoc Application Level Gateways (ALGs) for specific
application
> ALGs look for private addresses/ports within the IP datagram
payloads
» set translation tables
» translate the address/port information

Advantages:
> all private IP addresses, address reuse
» only one public address
» no application proxies, the applications work trasparently
» security

Disadvantages:
» ALGs required (sometimes)

» addresses are not visible from the public Internet 89

SIP through firewall

Main issue: use of NAT boxes within firewalls
» problem with NAT/NAPT

caused by the use of local address and port information within
the SIP messages

» SIP headers (via, from, to, contact, etc.)

> SIP body (SDP)

Solutions:
» eliminating NAPT by introduction of IPv6 (solving the address
depletion, but security?)
» use of a SIP-ALG (Application Level Gateway) for NAT
» STUN and TURN
» use of a RTP-proxy (Media Gateway) ® Session Border Controller
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